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Flash memory size

Main memory block Information block

low-density 4 Kbits x 64 bits

medium-density 16 Kbits x 64 bits
high-density 64 Kbits x 64 bits
connectivity line 32 Kbits x 64 bits

/* Define the STM32F10x FLASH Page Size depen
ding on the used STM32 device */
#ifdef STM32F10X_LD

#define FLASH_PAGE_SIZE  ((uint16_t)0x400)
#elif defined STM32F10X _ MD

#define FLASH_PAGE_SIZE ((uintl6_t)0x400)
#elif defined STM32F10X_HD

#define FLASH_PAGE_SIZE  ((uint16_t)0x800)
#elif defined STM32F10X_CL

#define FLASH_PAGE_SIZE  ((uint16_t)0x800)
#endif /* STM32F10X_LD */

258 x 64 bits

2306 x 64 bits

Flash memory2l AJ|=
Z/H 512 Kbytes

STM32F103RB&=

128 Kbytes

Memory 1& 2 Main
memory block 1t
Information blocke =2
Lt= CF,

2F AJ|= UHolA &7
H et EetRIA = C
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Address structure

Block Name Base addresses Size (bytes)
Page 0 0x0800 0000 - 0x0800 03FF 1 Kbyte
Page 1 0x0800 0400 - 0x0800 O7FF 1 Kbyte
Page 2 0x0800 0800 - 0x0800 OBFF 1 Kbyte
, Page 3 0x0800 0CO00 - 0x0800 OFFF 1 Kbyte
Main memory
Page 4 0x0800 1000 - 0x0800 13FF 1 Kbyte
Page 127 0x0801 FCOO - 0x0801 FFFF 1 Kbyte
. System memory Ox1FFF FO0O0 - OX1FFF F7FF 2 Kbytes
Information block
Option Bytes 0x1FFF F800 - Ox1FFF F80F 16

e Flash memory= 32 HIE = - code2 datasE M &
e HZ2IY A0lM base addressIt 0|01 XIEE O QULH.
e information block& System memory2 Option Bytes

> System memory= System memory boot modeZ C|HI0|A R E

0|2l boot loaderE &

= ANEZL.

S 22 AEot] UL,

> Option bytes= AtE X+ OI0lEH Lt Read/Write Protection0fl tist M &
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Erase Programming Time

Symbol Parameter Conditions Min) | Typ | Max(! | Unit
throg | 16-bit programming time | T, =—40 to +105 °C 40 52.5 70 us

tepase | Page (1 KB) erase time T, =-40to +105°C 20 40 ms
tye [Mass erase time Tp,=—4010+105°C 20 40 ms

e Flash memory0ll Cist M| &S = O
K AAIIIA = L.

e 2D Hoi2 M| HH0| 2Fo| BB

/] BB —

I
4o
N
U
>
H
Qlj
I
by
o
O
-

0)]

[o]

St AEHOIA &&E =+
e Flash memory( Uigt MI|LI X|2= HYHO| MiE= S0t2 codelt

datall fetch &2i0| 2= £ gili= A= 2|0]
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Read operation

e UF Flash“ AUBIA Ol memory B2t OHEDIRIZ FAS &E FOHA
& 20| JtsotCh (¥*(__IO uint32_t*) Address) 2 22 242

NS Flashe, 20| WSS B101% & BlCt

e [-Code interface - Instruction fetch
» Prefetch buffer — 2Ji2] =5. 2 ==0| 8 bytesz &
> Prefetch block2 direct-mapped & RULL.
» ot =40| Flash memory0fl Cigt et#H2l 21J|=2 =2t Mol replace =l LCh.
> =29 3J|= Flash memory2l bandwidthet & Xl
> Flash memory2| 37| 16 Kbits x 64 bits - ({J|IMX 64 BIEJt 2/0|6t=
210l Flash memory2l bandwidthE 2| 0|
e D-Code interface — Data
» D-code buse= prefetch 8220 O =2 priorityE 2=L1.
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Flash program & erase controller (FPEC)

-

e FPEC block2 Flash memory0il tHst programit erase &g =2 2 &
e FPEC= t=2l 7J12 32 HIE dIXIAEHSZ 2EE O UL,
e Flash 2t&d HIXIAH 8 =0 A FLASH_ACR I XIAEHE M8t 70

e FPEC key register (FLASH_KEYR)

e Option byte key register (FLASH_OPTKEYR)
e Flash control register (FLASH_CR)

e Flash status register (FLASH_SR)

e Flash address register (FLASH_AR)

e Option byte register (FLASH_OBR)

e Write protection register (FLASH_WRPR)
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Flash Unlocking

o Z|AI0|] E O0l= FPEC block2 protect & Ct.
e FPEC block AtE&= ?lol M= unlocking sequenceE =+
> FLASH_KEYR registerfl 2 =M 0|FH&XILCE,
> unlocking sequence= 2Jl2| Key valuesE FLASH_KEYR registertil Xt
dl2 80 €= =%&. KEY1 = 0x45670123, KEY2 = OXCDEF89ABE Xt
d&E 80 €= A
e UtHZ FPEC block2 lock2 Al7l= & &2 FLASH_CR register?
LOCK bit0fl 1= A= A
> Flash control register (FLASH_CR) Bit 7 LOCKZ lockdt 2t&4st HIHE
ot= HIE.
> Ol HEON 18 M= 212 FPEC2 FLASH_CR dIXIAEE lockAl2ICH= 2
> 0| HE= unlock sequenceE 2 XIotH SLERIAHN 2ol 022 reset
Oter unlock sequencelt & IHotAH &/H O] HIE= Cf= 24 WX HS 1
MEHE R XIGHA = LY.

ol Of

ol

Ct.

OOII

A\
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Programming procedure

Head FLASH_CRH_LOCK

Perform unlock sequency

FLASH_CH_LOCK
=1

Mo

Write FLASH_CRH_PG to 1

) 4

Perform half-word write at the
desired address

Check the programmed value
by reading the programmed
address

main Flash memory= st 0
16 bitsE program & % UL,
Programs= olJ| M0 BtE Al
FLASH_CR register2| PG bits
12 set &0 /U OF etLt.

program Jt& 2 CPUJI main
Flash memory address= half-
wordE write & [ Al&E! L.
program 4&EO0| AIXE O (BSY
bit set) read/write operationO|
AMZEEH CPU= Flash memory

programO| < [Nt Xl S =Lk,
PGUHIEE 12 &8t 0|=0 MD
MHNE 3Gt BSY HIEDE 191

IS A= ZAtollA 101 Ot [t
Xl JICHeICY.

R
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FLASH_WaitForLastOperation

FLASH Status FLASH_WaitFurLastDperatiun{ uint3z_t Timeout})

{
FLASH_Status status = FLASH_CDHPLETE;

JS% Check for the Flash Status +/
status = FLASH GetStatus():
f% Wait for a Flash operation to complete or & TIMEOUT to occur */
while{{status == FLAZH EU3Y) &£& (Timeout !'= 0Ox00))
i
delay(}) :
status = FLASH GetStatus():
Timeout--:;

¥
if({Timeout == 0x00 } FLASH Status FLASH_GEtStﬂtUS{vum}
i i
status = FLASH TIMEOQUT: FLASH_StatuS flashstatus = FLELSH_CC'HPLETE;
} . if{({FLASH->3E & FLALZH FLAG B3Y) == FLASH FLALG B3T)
A% BReturn the operation status */ { - - - -
return status;: flashstatus = FLALZH BU3IY:
¥ 7 end FLASH WaitForLastOperation ? } else {
if ((FLASH-»3R & FLASH FLAG PGERR) != 0){
flashstatus = FLASH ERROR PG:
} el=se {
if ({FLLSH-»>3R & FLASH FLAG WRPRTERR) != O ){
flashstatus = FLAZH ERROE_WEF;
1} el=se {
flashstatus = FLASH COMFPLETE;

}
¥

H
/% Return the Flash Status */

return flashstatus;
¥ # end FLAJH Getitatus 7
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FLASH_ProgramWord

FLASH Status FLASH_PngramWDrd{uintSE_t Address, uint3z t Data) {

FLASH Status status = FLASH COMPLETE:
_ Io uint3z € tmp = 0;

assert param(IS FLASH ADDBRESS({Address)): /* Check the parameters */
f% Wait for last operation to he completed */
status = FLASH WaitForLastOperation({ProgramTimeout) ;

if{=status == FLAZH COMPLETE} {
f* if the prewvious operation iz completed, proceed to program the new first half word */
FLASH->CE |= CE Pz Set:

#{ IO uintle t¥jaAddress = {uintlt t)Data;

S% TMait for last operation to bhe completed 7

statu=s = FLASH WaitForLastOperation{FrogramTimeout}) ;
__

if({status == FLALIH COMPLETE} {
f*% 1if the previnﬁs operation iz completed, procesed to program the hew second half word +/
T — BOOLESS + £+
#{ IO uintle £%) tmwp = Data >> 167

S* TWait for last operation to he cowmpleted 7
status = FLASH WaitForLastOperation{FrogramTimeout}) ;
-

if(status '= FLAZH TIMEOUT) {
FLALZH->CE &= CR_?G_RESEE; f% Disakle the PG Bit */
H
1 else {
if (status !'= FLASH TIMEOUT}) {
FLASH->CE &= CE PG Reset; /* Disable the PG Bit */
H
H
¥} # end if status==FLA3H COMPLETE *
S*% Beturn the Program Status
return status;
¥ ?# end FLASH Programfford »
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Flash status register (FLASH_SR)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Resarved
15 14 13 12 11 10 g = 7 6 5 4 3 2 1 0

WRPRT PG
EOP BSY
Reserved ERR Res. ERR Res.
w w w r

e FLASH_ProgramWord= Address®t datag 2f0tA M&ESH= Jls
> 32 HEEZE 2'0tA 16 HIEXA 280 2™ N write 2= =

e FLASH_ProgramWordOil Al = FLASH_WaitForLastOperation &+
38 227 9I[}.
» 0| &= FlashOll CHiat O|& & HO0| &Ml HE AElCIIIE HAtot= & =-.

> = H 2% FLASH_ProgramWord() &=t 22lJ] 80 H™ Flash &
g0l /= = UI) W20 2 HH0l H4Ho=2 22 WAl J|Cel= 20
2 3 16 HHEE NM&Est & & &2 IHAl JICtel= A0l12,
PEHXI 16 HHIEE M&Est & Sz & MIHA JICtel= A O0ILC.
2

itForLastOperation & == &= FLASH_GetStatus() &
1 Z2UE == N0, 2=2 & dAAEHL HE

ol

rlll

B
-Iﬂ

T

=

0 POII
— HHHI
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Flash status register (FLASH_SR)

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Researved
15 14 13 12 11 10 g B4 7 6 5 4 3 2 1 0
WRPRT PG
EQOP BSY
Reserved ERR Res. ERR Res.
w w w r

e Bit O BSY: Busy

> 12 Flash operationO| &1 Ol Xl 2 QUCt= 2. Flash operation Al %
Z0UHAM 12 &85 12, Flash operatlonOI oéérﬂ LA =2 Y Ol H It
SMSHAH &M 022 2|4l read only HIE.

e Bit 2 PGERR: Programming error
» M= HAHO0| EraseT|H /UK HOH Ofle] &4
> program& = g2t0| 16HIE 2t0| Ot A0/ ol A
e Bit 4 WRPRTERR: Write protection error
> program otdi= F=2Agt0| write-protected T HUS B Nl A
e Bit 5 EOP: End of operation
> Programming, Erase 22 Flash operation0| S&otH IH 12 &8
e PGERR, WRPRTERR, EOP= 1= write &2 =2 M reset A|IZ == UL},
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Program 13 &g

e FLASH_CR register?| PG bitE 12 £€&¢ot 0| =

e 16H|IE half-wordE M A = LC}.

o Ol Y HHO| erasel A=KXIE & AtSHA & L.

o OtS erase T/ UK LCHH FLASH_SR register PGERR bitJt & &

o ] HAHO| write-protected®/f /S ™A FLASH_SR register?]
WRPRTERR bitJ} & &

e program operation0| ZL+H FLASH_SR register EOP bitJ} &&
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Flash memory Erase - Page Erase

Head FLASH_CR_LOCK

Ferform unlock sequency

Erase= page = =&
& AN, 8ME StIHEHO X2
T AUCH 22 Page Erase?!
Mass Erase= - =¢ot(}.

Write FLASH_CRH_PER to 1

h

Write into FAR an address
within the page to erase

)

Write FLASH_CR_STRT to 1

Check the page is erased by
reading all the addresses in
the page

Flash memory Lock & At
Flash memory operation0| =
Aot UK 221 A
FLASH_CR register2 PER

(Page erase) bits 1= &3

FLASH_AR register(il page

O N& F=4gts H0 E=0

FLASH CR register2 STRT

bitE 1= &3

A

_l_
A
_I_

Ol|== program &1 =26t

BSY bitJt 00| 2 WAl JICHE

N = J\oH
— ST=
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Flash memory Erase - Page Erase

FLLZH Status FLASH_ErHEEPﬂgE{uiHESE_t Page Address)
{

FLASH Status status = FLASH COMPLETE ;

/% Check the parameters %/

assert param{IS FLASH ADDEESS(Page Address))

F% WMait for last operation to be completed *f
status = FLASH WaitForLastOperation(EraseTimeout}) ;

if{status == FLASH COMPLETE)
i

A% if the previous operation is cowmpleted, proceed to erase the page */
FLAGH->CER|= CER_FER Set;
FLAGH->LE = Page Address;
FLAGH->CE|= CE S5TRT Set:

A% Wait for last operation to he completed */

s2tatuzs = FLASH HaitFurLastﬂperatiun{EraseTimEDut};

if{=tatus '= FLAZH TIMNEOQUT)

i
/% if the erase operation iz completed, disakble the FER Bit */
FLASH->CR &= CE PER Reset;

}

h

/% Return the Erase Status */
return sStatus:;
¥ # end FLASH ErasePage »
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Flash address register (FLASH_AR)

a1 320 29 28 27 26 25 24 23 22 21 20 10 18 17 16
FAR[31:16]

w w w w w w w w w w w w w w w

15 14 13 12 1 10 g 8 7 6 5 4 3 2 1
FAR[15:0]

w w w w w w w w w w w w w w w w

e Bits 31:0 FAR: Flash Address

o & X220 AlESE S2 &M AIES0tLD

e SIERANII XMI=22 0 dIAAEN g2 20 ==L,
o (|3t Page Erase &= +ag HI20 ATEJNHUHA =2t
= QUCI.
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Flash memory Erase — Mass Erase

Head FLASH_CH_LOCK

Perform unlock seguency

Write into FLASH_CRH_MER
to1

Write FLASH_CH_STRT to 1

<l
-

FLASH_SHE_BSY
=1

Check the erase operation by
reading all the addresses in
the user memory

M A FlashE XIR= =& «=aH

Page Eraseit Ectkl= 20| =
Ar2 8 - FAE8 22 98

Flash memory Lock & At
Flash operation =& & At
FLASH_CR register2 MER

bitE 1= £&

FLASH_CR register2 STRT

bits 1= &F

BSY bitJr 00| & WAl J|1CH
Mass Erase’| information

block=2 XI£X= E=0
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Flash memory Erase — Mass Erase

FLAZH Status FLASH_EI'HEEA"PEQES{vuid}
{
FLASH Status status = FLASH COMPLETE:
S% Wait for last operation to bhe completed
=tatus = FLASH WaitForLastOperation{Era=seTimeout}) ;
__

if{=status == FLAGH COMFLETE}
d

h iz completed, proceed to erase all pages

FLASH->CR |= CE MER Zet;
FLASH->CR |= CE STRT Zet;

A% Wait for last operation to be completed
status = FLASH HaitFurLastﬂperatiun{EraSETimEDut};
if{ztatus != FLAZH TIMEOUT)

d

/% if the erase operation iz completed, disable the MER Bit */
FLASH->CR &= CRE_MER Reset:

}
H

/% Berturn the Erase 3Status */
return status;
¥ # end FLASH ErasedllPages ?

hitp://cafe.naver.com/embeddedcrazyboys

18




GlHl Z= 8 AlLtelL

Z = 2IA0| EY= I Flash memory Program/Erase Controller £

=22 lock T ULH.

H N4 Ol lock= unlock AlZ2!LC}.

OXO8008000 F & 0xO800A000/tAI2l Flash &< = Erase

= A& 230 0x15041979ct

|§§ E$ D&l =0l <12

X‘|3|-0| |_I| 2|-O|

—

 O|O
— o —

Ho=2 O A
o= T o

o gl JI=

Ao A 0x15041979 &40l
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Flash_Test

void F|ﬂ$h_TE5t{vuid} {

FLASH Unlock{}: /* Unlock the Flash Program Erase controller */
NbrOfPage = (Endiddr - Startiddr)y [ FLAZH PAGE SIZE: f* Define the number of page to be erased */

f* Clear b1l pending flags */
FLASH ClearFlag{(FLi3H FLAG B3Y | FLASH FLAG EOF | FLAZH FLAG PGERERE | FLAZH FLAG WEPRTERER) ;

/% Erase the FLASH pages */
for {EraseCounter = 0;
{EraseCounter < NbrOfPage) && (FLASHStatus == FLALGH COMPLETE) ; EraseCounter++) {
FLASHStatus = FLASH ErasePage (3tartiddr + (FLAZH PLGE SIZE * Eraselounter))

}

f%  FLA3H Word programm of data 0x150419279 at addresses defined by Startliddr and Endidde®/
Address = Starthddr:

while ({ Address < Endiddr) && (FLASHStatus == FLASH COMPLETE))} {
FLAsSHSFakrns = FLASH PrDHrEMHDrd{HﬂdIESS; Daka) :
Address = Address + 4

}

Address = Starthiddr: /% Check the corecthess of written data /7

while {{ Address < Endiddr) £& (MemoryProgramStaktus '= FLILED)Y) {
if{{*{ IO uint3z t*) Address) '= Data) {
rvrEFrogr artis = :

printf{"[FAILED] Addres=z: 0x30X, Data: 0x30X\n", Address, [*{__ID uintiz_t¥) Aﬂdrﬂss}};

H
Address += 4;

}

if(PLISED == MemoryProgramStatus) { printf("Memory check PAISED,Vn"):
} else { printf{ "Memory check FAILEDWYn"): }

while (1) { }
¥ # end Flash Test 2
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