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Processor mode?2! Privilege level

e Processor mode: Thread mode® Handler mode

> Thread mode: Z 2 ANl A Jt & 2| Application Program= &
ResetO| T2 I EZ M A= Thread modedl &€,

> Handler mode: Exception handlerE & &, Exception2 H2lg [ =2
Nl A= Handler modeg =&,

> Exception X2lE€ Z2UlH T =2 HIM= Thread modeZ T =0} 2tCL.
e Privilege level: & 2& 0t AFS At &
> Privilege levelll Unprivileged level
> Oldlet =22 )28z B8 =4 SRt 20 &olior g4 = U
= Jtsd =2 0190l & X, Criticalgt =222 [
> Privilege levellllAl= Z2AHIAIL E = U= B
» Z= Unprivileged levelllAd & == 8l= 0| S8 &H =L},
e Unprivileged level =3 AT EYH &
» MSRJI MRS B0 Met (e 82 HAe &8ot= &g ehE)
» CPS instruction(Change Processor State)= AtE& = 8l
> System Timer, NVIC, System Control Block2 &2& &+ &L,
> memorylL} peripheralsOil Cist & 20| Mgt

SIS

OOII
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Privilege level

e Handler modelid= 2 Z 2 1&0| Privilege levelZ2 S&

e Thread modelil A= Privilege levelZ S&&4T 1,
Unprivileged levelZ S&& =% UCh OI0 st /201 JIE S
= 20| CONTROL registerO| Ct.

e CONTROL register& Writecl= 242 22 X| Privilege level &2 X EZ|
H B0l Jt=. Btef Unprivileged softwareJt PrivilegedZ HE G I E
2 32 0|2 HBAIZIJ] | A SVC instruction= AtE o A
supervisor call 9IHEEES ZHAJ| ) HE HPF =S =

> Unprivileged levelzZ Ss& =01 T2 122 CONTROL registers
Writedli A Privilege levelZ HAAIZ 280| SICt. 0| E ol Exception
= LM AIZ{ CONTROL registerE HEAIZ = UEE Bt== HO|ICH O &
2 0] SVCE 0|&Eot= =4 0| L.

(ol

Processor Used to Privilege level for
mode execute software execution Biack:iined
Thread Applications Privileged or unprivileged(! [ Main stack or process stack ()
Handler Exception handlers | Always privileged Main stack
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Main Stackill Process Stack

High registers

Link Register
Program Counter

Low registers ¢

RO

R1

R2

R3

R4

R5

Reé

R7

R8s

R9

R10

R11

R12

IGE

LR (R14)

PC (R15)

PSR

PRIMASK

FAULTMASK

BASEPRI

» General-purpose registers

PSP MSP*

Program status register

Exception mask registers

CONTROL CONTROL register

‘Banked version of SP

> Special registers

ai1599¢6
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Banked Stack Pointer

e R130|2t] otH HYE YA AHIN EI2E = HdLN?
» Stack Pointer= 2J{. Main Stackll Process Stack

> R130|ct) s [ E25= X2 Main StackO| HLI Process Stacks Jf

2l H & HO0ICH 0lHE2 #Edt= A2 CONTROL register.
e Banked?| 2|0

> Banked= 8t810) otLtS| 2E0t S+ U= A

> HHE AEHIAN B2 &= Ae dRAEH= PSPAHL MSPO! 2101 Xl & Ch
== gllt= 2/0l (MRSLE MSR Ed = AI8dlM U2 A&k 82 =
= AHG| Privilege level 0l 0 OfF &)

> R13 otLIEtS OIEstCtl JH&E6HH 0l < &It UE s&S +=dotHA D of
H AHY 2= A= MEot) =+ote U Aotk == == BlIL.

> BHXIBF 0242 27 p
GHOF O A ROl SIS [ BIXAH B22S HAHM PSPE SX F0I¢
AEI0] MEHE Mol AC2lX &1, LIS MSP AHSS 2D CHAl PSPE
SOIS O OIR3 =7 X 20| 4340 JFSHH XA &= 240ICH
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Main Stack1 Process Stack

e ABI=2 Main Stackl Process StackO| < ML, Pr|V|Iege level 1t
Unprivileged leveld & Thread modeli A= = Ct AFZ0] Jtsot1
Handler mode(il Al = Main Stack®t At=

> 0|2 1=20ot= 22 CONTROL registerl| HlE 1"
> 0| gt0] 00IH Main Stack Pointer (MSP)E AtEZdt= A
> 0| gt0] 101™ Process Stack Pointer (PSP)E AtEZdt= A
o UZANMNIF A = x| AEHOIA &4 Main Stack Pointer (MSP)E
ArESt A =l Ck
> clAl Al ZZ2 HME address 0x000000002| gt MSPOI E2EGHAM AFS
> address 0x00000000% gi= Z&Eo| HatAIZ|IH & Stackel |IXIE H
§|_A|9I Al O|E|_
e Main Stack Pointer (MSP)= Default Stack Pointer
> SP_main2& =¢&lCt. OS Kernelldt Exception HandlerOl 2Ioi A AlS
> Privilege levelOll 4 =Zol= Application(il 2| At
e Process Stack Pointer (PSP)= AtE X} Application codelld At
> SP_processct = ¢elCt.
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Stack Pointer - Full-Descending

Push
Full- Empty- Full- Empty-
Descending Descending Ascending Ascending
OXFF
" SP—» t
SP —p
Stack
Area
SP —»
SP —»|
0x00 ~ ¥
Po,
P SP —»
OxFF
3 SP —»
Stack
Area
SP —p
0x00 -
SP —p»
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CONTROL register

31 f | i i

Reserved

Active stack pointer—l
Thread mode privilege level

Bits

Function

Bits Function

Bits 31:2

Reserved

Bit 0 | TPL: Thread mode privilege level
Defines the Thread mode privilege level.
0: Privileged
1: Unprivileged.

Bit 1

ASPSEL: Active stack pointer selection
Selects the current stack:

0: MSP is the current stack pointer
1: PSP is the current stack pointer.
In Handler mode this bit reads as zero and ignores writes.

o Cortex-M3= (421 JHS| Special RegisterE Jt Al 2 QAULL.
» Program State Register (PSR)
» Interrupt Mask Register (PRIMASK, FAULTMASK, BASEPRI)
» Control Register (CONTROL)
e Special Register=2 MSR, MRSE Sdi A8t 201 & = ULL.
» MRS <reg>, <special_reg>2| 2t&Z Special RegisterE &1 A

General Register0ll M &

» MSR <special_reg>, <reg>2| &t = Special Register0i| General

Register2| @t= Write
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CMSIS

e Cortex microcontroller software interface standard (CMSIS)
o ARMAL HIAl 2. &0 AMEt, BEE Al [H2t0F ot= &2 OFLICH
> M3 Core= AtE0t= BtE M S AtS 2t
(]

[ °| Firmware S &t8ds =¢
> 8 = HEANES2 BE WM 2
C

CMSISOl &M M=

L
=
=

= = =2
> AHEAL] SEUAM LHE 2 A2 2= AMEotHct: =2 MEE2 =+ UL
> Memory MapUlAdE ot=ER0HEC=2 JE. s8d= =0lde Al

e CMSIS AIE2 & &
> peripheral registersOll List 822 & SS2 LHEH=E A=
> exception vectors? H20 &t =
» core peripherals registers, core exception vectors 0|
> RTOS kernels interfaceE device?t sS8€&22 Adsts
. CMSISOﬂ compliantéUﬂ e &l +_§°4|O1 9“45 =

UIIU
> o
o
ol
=
=
00

(-
2 Al M A= 0l DPooPDI [[HIO'” ﬁ&E%IOiol JHU 01| U O
gsd= AL F=H =0,
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- - = IIx<= StA
Intrinsic functions - &3 &+
Instruction CMSIS intrinsic function
CPSIE | void __enable_irg(void)
CPSID | void __disable_irg(void)
CPSIEF void ___enable_fault_irg(void)
CPSID F void __disable_fault_irg(void)
ISB void __ ISB(void)
DSB void __DSB(void)
DMB void __ DMB(void)
REV uint32_t __ REV(uint32_t int value)
REV16 uint32_t _ REV16(uint32_t int value)
HEVSH uint32 t__REVSH| gpecial register Access CMSIS function
RBIT uint32_t __ RBIT(uil -
Read uint32_t __ get PRIMASK (void)
SEV void __ SEV(void) |PRIMASK . -
Write void __set PRIMASK (uint32_t value)
WFE void __ WFE(void) -
Read uint32_t __get FAULTMASK (void)
WFI void __ WFi(void) [FAULTMASK
Write void __set FAULTMASK (uint32_t value)
Read uint32_t __ get BASEPRI (void)
BASEPRI
Wirite void __set BASEPRI (uint32_t value)
-
Read uint32_t __get CONTROL (void)
CONTROL
L Wirite void __set CONTROL (uint32_t value) J
e Read uint32_t __get MSP (void)
Write void __set_ MSP (uint32_t TopOfMainStack)
-
?I;’SP Read uint32_t __ get PSP (void)
L Wirite void __set PSP (uint32_t TopOfProcStack) )|
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5 is selected

Mode_Privilege_Test() S
PSPMenAl loc address = 0x200007D4
(1) CurrentStack = 0, ThreadHode
{(2) CurrentStack = 0, ThreadHode
{(3) CurrentStack = 2, ThreadHode
CurrentStack is Process Stack
PSPvalue = 0x200009D4

{(4) CurrentStack 2, ThreadHode
{(5) CurrentStack 2, ThreadHode
{(6) CurrentStack 2, ThreadHode
{(7?) CurrentStack = 0, ThreadHode

#define SP_PROCESS SIZE 0x200 /* Process stack size */
#define SP_PROCESS Ox02 /* Process stack */
#define SP_MAIN Ox00 /* Main stack */

#define THREAD_MODE_PRIVILEGED 0x00

/* Thread mode has privileged access */
#define THREAD_MODE_UNPRIVILEGED 0x01
/* Thread mode has unprivileged access */

http://cafe.naver.com/embeddedcrazyboys 11




AA BE 24 (1)

#if defined ( _CC_ARM )

__ASM void _ SVC(void)

{
SVC 0x01
BX R14

}

#elif defined ( _ICCARM__ )

static __INLINE void _ SVC()

#elif defined ( __GNUC__ )

static __INLINE void _ SVC()

#endif

{ __ASM ("svc 0x01");}

{ __ASM volatile ("svc 0x01");}

e [ARZ 2L E ot 2= _ ICCARM__Jt definelO| &0 /}) O E=2
SL=SIIES

e RIDE72=2 &M= AF= _ GNUC__J} define & QI =01 Of
Do ACI| 4

o 2AMYURAOICH X2 SRS BE5= PEO| G20 B0 019 2
S XAS HIIUS ALZOHOF BT

12
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AA DE 24 (2)

void SVC_Handler(void)

{
/* Switch back Thread mode to privileged */

__set CONTROL(2);

e SVC, Supervisor Call ¥&
o ANE&EoteE &4 2 SVC{cond} #imm 2| SEH
» ‘cond’= optional condition code

> 'imm’'=2 8 HIE2| OUA 255)HAl gt = JIE == RULE olAIEF Z=AA= O]
alsS FAL
> O e&x= AP%@PE# Stack T/ A= PC gt= 0|EdM F== o = ULS.

o
F2H0] OtL| et F 0l Hole =Xte 2 2/0l= 8iCt.
C exceptionO| 2ot AH Bt=XHMH SVC_HandlerJt
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AA DE 24 (3)

/* Switch Thread mode Stack from Main to Process */
/* Initialize memory reserved for Process Stack */
for(Index = 0; Index < SP_PROCESS SIZE; Index+ +)
{
PSPMemAlloc[Index] = 0x00;
}
printf("PSPMemAlloc address = 0x%0XWn", PSPMemAlloc);
printf("(1) CurrentStack = %d, ThreadMode = %d#n",
Get_Current Stack(), Get_Current ThreadMode());

PSPMemAlloc address = 0x200007D4
(1) CurrentStack = 0, ThreadMode = 0O

e PSPMemAlloclll U= 2= LHE= 022 =J|gt e 0|0 2 =42

DI-O Mlo.l EE|.
e o JH Stack Pointer?2t Thread Mode(ll Uit LHE &

oo o M

e Ml = HE SH= F=HdHote A2 MSPE AtE0HH &l privileged d

20| = L.
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AA DE 24 (4)

/* Set Process stack value */
__set PSP((uint32_t)PSPMemAlloc + SP_PROCESS SIZE);
printf("(2) CurrentStack = %d, ThreadMode = %d#n",
Get _Current_Stack(), Get Current_ ThreadMode());
(2) CurrentStack = 0, ThreadMode = 0

e set PSP()= MSR @3d&d= SollAl PSP dIAIAEHN gi= H&
> I*‘:u: st 1N =S Aot & 20le =dotAl 2=,
> & AEHDL privileged I 01D (HEZ W PSP HIXIAE g2 $H&E0
ooHEIDF Stack Pointer?t Thread Mode0fl CHSt LHE=2 B8t 210
PSP gt= HEAIZ == UK 0| X0 & HMEZ AtE0t= Stack POInteru
privileged dl€ = HatAlZ2 == BiL}.
o PSP M&ol= 8t0] SP_PROCESS_SIZEE HolA M&ot= 0|=?
> Cortex-M32| StackO| Full-Descending 242 0|5t UJ| M2
__IO uint8_t PSPMemAlloc[SP_PROCESS_SIZE];

> 2| HIOIE} 22X ZE Process Stack@ Z 0|E. PSPMemAlloc +
SP_PROCESS_SIZE= % &s2t=2 90 Lt= ¥ Xl. otXIBF Ol A gt= &4
ol OF Full-Descending 2412 0ISoll M AE0 M&ESH)| &0l Stack
Pointer gf= 21X =0/12 1 =°Q! Stack Pointer g2 | X0l g2 M&
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AA BE 24 (5)

/* Select Process Stack as Thread mode Stack */

__set_CONTROL(SP_PROCESS);
printf("(3) CurrentStack = %d, ThreadMode = %dwn",

Get_Current_Stack(), Get_Current_ThreadMode());
(3) CurrentStack = 2, ThreadMode = 0

= e set CONTROLZ= SadlAM AlESol= Stack PointerE PSP
£ HEol=e &= =

e SP_PROCESS= 0x02=2 &E2|EH(H ), O0|H 2 Stack PointerE PSP
= HAGHH = CF.

o ZIIE 2 CurrentStackO| 22 B QULE.
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AA DE 24 (6)

/* Get the Thread mode stack used */

if(Get_Current_Stack() == SP_MAIN) {
printf("CurrentStack is Main Stack¥#n");

} else {
printf("CurrentStack is Process Stack¥#n");
/* Get process stack pointer value */
printf("PSPValue = 0x%0X¥#n", __get_PSP());

}

CurrentStack is Process Stack
PSPValue = 0x200009D4

o &= P2GHH M2 AEHE HH= A

o M StackOl Process Stackd= &= AL,  get PSPE Soli Af
PSP2| giE {20 UL,

e get PSP= MRSE SollAl PSP dlAIAES gis &8

h oH

e 2/2 U2 0x200009D4. PSPMemAlloc =AE 02 A
i 0x200007D4. Ox2008t=2 XI0|1JF L= A= 4=
_1H= Ol C}.
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AA DE 24 (7)

/* Switch Thread mode from privileged to unprivileged */

/* Thread mode has unprivileged access */

_ set CONTROL(THREAD_MODE_UNPRIVILEGED | SP_PROCESS);

/* Unprivileged access mainly affect ability to:

- Use or not use certain instructions such as MSR fields

- Access System Control Space (SCS) registers such as NVIC and Sy
sTick */

printf("(4) CurrentStack = %d, ThreadMode = %d#n",

Get_Current_Stack(), Get_Current_ThreadMode());

(4) CurrentStack = 2, ThreadMode = 1

o O|XHl privileged d/® = unprivilegedz H &
o SN AEWDI privileged HIEO0|D| MHE20 OFR& 2XH 80| 0] HES

3t 4 QUCH

e ThreadModell 12 HE= 2=

FO|

—

Jhor
2

A
T

Ct.

¢O
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AA DE 24 (8)

/* Switch back Thread mode from unprivileged to privileged */
/* Try to switch back Thread mode to privileged (Not possible, this
can be

done only in Handler mode) */
_set. CONTROL(THREAD_MODE_PRIVILEGED | SP_PROCESS);

printf("(5) CurrentStack = %d, ThreadMode = %d¥mn",
Get_Current_Stack(), Get_Current_ThreadMode());

(5) CurrentStack = 2, ThreadMode = 1

e % DE = privileged d| & pnwlegedi Z0otdd 1) Al% StCt.

e OIXIZH Ol AlI&E= AINE 250l SiCH.

o QLtoHH /UM 0|0l AEHE unpnwlegedé HZO| =0l Ol Al C
AE privilegedZ =012 &= 80| MHEO0ILC}.

e Z3 RHEH M3 BoHAl 22 A= L=+ UL
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AA DE 24 (9)

/* Generate a system call exception, and in the ISR switch back Thr
ead mode
to privileged */
_SVC();
printf("(6) CurrentStack = %d, ThreadMode = %dWn",
Get_Current_Stack(), Get_Current_ThreadMode());

(6) CurrentStack = 2, ThreadMode = 0

e (HIIM __SVC()E S=5tHt.

e SVC()= SVC_Handlerdt 22I&E%2 =0 F=H T2
SVC_Handler2 LiE0l 0/0] _ set CONTROL(2))t =HE =5 o=

Q| =20 dad8e=s 222 HEole 8= & = UL

O

e _ SVC()E ==t 0l=0ll ChAl 2= ol 2H ThreadModelt 022
HAMO 2 Hot A= & = QUL
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AA DE 25 (10)

/* Select Main Stack */
__set CONTROL(SP_MAIN);
printf("(7) CurrentStack = %d, ThreadMode = %d#n",
Get_Current_Stack(), Get_Current_ThreadMode());
(7) CurrentStack = 0, ThreadMode = 0

e O|Xl test &E
Stacke z & #

S LD M0 HABME Stack PointerE CHA|l Main
LC}.

roll
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